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Dynamic VLANs
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Routing function
Network layer interconnects VLANSs
192.168.1.0/ 192.168.2.0 ~192.168.3.0
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Approaches Can Vary Performance
Port-Based Layer 3-Based

MAC-Based

Subnet
192.168.2.0

VLAN 3

MAC MAC
Addresses Addresses

VLAN 1 VLAN 2

« Port driven

+ MAC address driven
« Network address driven




MAC Address
Tables

VLAN 1
020701AEF1A
OA032192FA2A
026765175GA3A

VLAN 2
050503G4GF2A
040404THTB3A
070706GGGF3A

Requires Filtering, Impacts Performance

- -

Table Adds
Administrative Overhead

MAC Address
Tables

VLAN 1
020701AEF1A
OAQ032192FA2A
026765175GA3A

VLAN 2

050503G4GF2A
040404THTB3A
070706 GGGF3A




Redundancy

There is one car, can | drive to work? There are two cars, can | drive to work?



Broadcast Storm
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Spanning-Tree Protocol

A Block

Provides a loop-free, redundant network topology by placing
certain ports in the blocking state.



A Spanning-Tree

Root Bridge
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Link Speed Cost (Revised IEEE Cost (Previous IEEE

Spec) Spec)
10 Gbps 2 1
1 Gbps 4 1
100 Mbps 19 10
10 Mbps 100 100




A Spanning-Tree
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Bridge Protocol Data Unit

Root BID

Root Path Cost

Sender BID

Port ID

RN

Who is the root bridge?
How far away is the root bridge?

What is the BID of the bridge that
sent this BPDU?

What port on the sending bridge
did this BPDU come from?



BID - 8 Bytes

Bridge
Priority MAC
>
2 Bytes 6 Bytes
Range: 0-65,535 From Backplane / Supervisor

Default: 32,768



Electing the Root Bridge
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Disabled
Ports are administratively shut
down. This state is not part of the
normal STP progression for a port.

w

(loss of BPDU detected)
(max age = 20 sec)
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Listening (forward delay = 15 sec)

.‘_

v

Learning (forward delay = 15 sec)

Blocking
(moves to listening
after it decides it is

a root port or a
designated port)

Link comes up

v

Forwarding

Spanning-tree transits each port through several different states.




Trunk Link

Access
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Identification

Encapsulation

Tagging (insertion

Method into frame)

802.1Q No Yes Ethernet
ISL Yes No Ethernet
802.10 No No FDDI
LANE MNo MNo ATM




Feature Server Client Transparent

Source VTP Messages Yes Yes No
Listen to VTP Messages Yes Yes No
Create VLANs Yes No Yes*
Remember VLANs Yes No Yes*

*Locally Significant only




Private IP Addresses

Class RFC 1918 Internal Address Range CIDR Prefix
A 10.0.0.0 - 10.255.255.255 10.0.0.0/8
B 172.16.0.0 - 172.31.255.255 172.16.0.0/12

C 192.168.0.0 - 192.168.255.255 192.168.0.0/16




Inside

Qutside
10.0.0.4 SA 128.23.2.2
___110.0.0.4:15
SA
10.0.0.2:133
202.6.3.2
10.0.0.2
NAT Table with Overload

Inside Local IP Address

Inside Global IP Address

Outside Local IP Address

QOutside Global Address

10.0.0.2:1331
10.0.0.4:1555

179.9.8.80:1331
179.9.8.80:1555

202.6.3.2:80
128.23.2.2:80

202.6.3.2:80
128.23.2.2:80




